
BlueChip (http://www.bluechip -llc.com), was consulted to help our For-

tune 1000 Retailer meet the stringent requirements.  BlueChip , is a Micro-

soft®  Managed Gold Certified Partner and recognized as a Security STAR 

and Management STAR partner (a select group in the US chosen by MS 

based on proven expertise in the industry) as well as Microsoft®  MDOP, 

MS Desktop Optimization Pack Partner.   

Our client worked with BlueChip to  distill and prioritize their most press-
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management policies and processes.  Microsoft®  System Center Suite of 

systems management tools were utilized.   

Using our proven 

Rapid Deployment 

Methodology and 

ÓÔÒÕÃÔÕÒÅ Ȱ"ÕÓÉÎÅÓÓ 

2ÕÌÅÓ &ÉÒÓÔȱ ÁÐȤ

proach, we envi-

sioned and created 

an Enterprise Sys-

tems Management 

solution meeting all 

of their needs. 

The ESM Calendar 
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timately saving them hundreds of man-hours each month in related com-

pliance activities, as well as associated costs and fines.   

As this case study addresses the technical architecture and configura-
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PCI Compliance Case Studyȱ ɉÈÔÔÐȡȾȾ×××ȢÂÌÕÅÃÈÉÐ-llc.com/solutions/

enterpriseArchitecture/Pages/Infrastructure.aspx) for Business Func-

tional requirements and PCI Data Security Standards definitions related 

to this case study. 
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Success Brief 

System Component Monitoring and 

Management for Retail Stores ad-

hering PCI Cardholder Data  Environ-

ment  

Client Profile 

Multi-billion dollar, Fortune 1000 specialty 

retailer employing over 20,000 employees 

worldwide with over 750 stores. 

Business Situation 

Governed by PCI DSS, our client needed to 

implement Store Security Procedures; 

compliance and security measures for 

their remote locations to protect their 

Cardholder Data Environment  

Solution 

They invested in and implemented Micro-
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manage their existing Point of Sale (PoS) 

infrastructure and will use the built-in 

Software Update feature of SCCM to 

manage, deploy and report on their secu-

rity update compliance. 

Benefits  

PCI DSS Compliance  - Maintain Vulner-

ability Management  Program  

Reduced Systems Mgmt costs 

Streamlined Security Patch manage-

ment 

Effective Application / System Image 

management   

Critical system component monitoring 

EDEM Calendar 
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Situation 

Our client needed streamlined processes estab-
lishing corporate policies and procedures to 
comply with standards outlined by the Payment 
Card Industry (PCI) Security Standards Council.  A 
component of the Data Security Standards (DSS) 
documentation focuses on the requirements and 
testing procedures for all system components 
and vendor-supplied software related to Card-
holder Data Environment .   

 

Maintain a Vulnerability Mgmt Pro-
gram  

? PCI Requirement 5 ɀ Anti-Virus Configura-
tion and MaintenanceɂThe cardholder data 
must be protected from malicious attempts 
to exploit the system  - critical components 
updated 30 days from vendor release, non-
critical within 90 days 

? PCI Requirement 6 ɀ Systems & Applications 
Configuration and Maintenance ɂ
Cardholder Data Environment utilize and 
rely on systems that must be up-to-date with 
evaluated and tested, vendor approved,  vul-
nerability patches that do not compromised 
existing security environment  - critical com-
ponents updated 30 days from vendor re-
lease, non-critical within 90 days 

Other Requirements  

Our client also needed a technical assessment 
and system/solution recommendations.  As a  
Microsoft client already, the strategic positioning 
of MS System Center® was a efficient and effec-
tive fit for their environment.   

Improving its ability to proactively monitor the 
health of its technical infrastructure that pro-
vides critical Point of Sale (PoS) services for its 
store network was their primary technical re-
quirement.  They would like to leverage their 
investment in MS System Center Operation Man-
ager (SCOM) 2007® to provide this new level of 
monitoring service to the business.  This SCOM 
2007 solution will be used to alert IT personnel 
about the health and operational stability of the 
production MS Active Directory®, MS System 
Center Configuration Manager (SCCM)® and 
ultimately the PoS servers and applications that 
are an integral part of their data environment. 

? Business and Technical Requirements Defi-
nition  

? Current Environment Stabilization  

? Proactively monitor entire PoS infrastruc-
ture using SCOM 2007 to automatically alert 
on issues  

? -ÏÎÉÔÏÒ ÒÅÔÁÉÌ ÓÔÏÒÅȭÓ ÁÂÉÌÉÔÙ ÔÏ ÐÒÏÃÅÓÓ ÓÁÌÅÓȟ 
customer data, and credit card transactions 

? Deploy new PoS solution to approximately 
800 locations 

? Deploy new images and applications via 
SCCM 2007 

? Manage and report on security updates us-
ÉÎÇ 3##- ςππχȭÓ 3ÏÆÔ×ÁÒÅ 5ÐÄÁÔÅ ÆÕÎÃÔÉÏÎȤ
ality  

? Define, Install and Configure Mgmt Group 
Definition, ACS Design, Role-Based Security 
Design, AD and SCCM Monitoring, Finalize 
SCOM 2K7 Tech Design  

 

BlueChip EDEM  Solution Offerings 

BlueChip is more than a technology integrator; we 
are a business integrator.  We have developed 
our latest solution offering related to our Busi-
ness Integrator model; Enterprise Systems Man-
agement (ESM).   

-ÏÓÔ ÏÒÇÁÎÉÚÁÔÉÏÎÓȭ ÃÏÍÐÕÔÉÎÇ ÅÎÖÉÒÏÎÍÅÎÔÓ 
are complex.  Diverse departmental needs for 
multiple business units.  The challenge is under-
standing the business needs and creating effec-
tive value for all shareholders 

Two fundamental goals govern all BlueChip en-
gagements; 

? Assess business needs, i.e., Compliance & 
Governance  

? Roadmap the most cost conscious solution 
addressing the most critical systems in the 
enterprise 

Business Rules First  

BlueChip utilizes a proven rapid deployment 
methodology based on a process-led model-
driven operational assessment.  This is a Multi-
Tiered approach promoting better control and 
visibility into all IT components.  Additionally, it 
provides tools and technologies to facilitate in-
formation flow and enables the capturing of 
processes and knowledge into software models.  
Our EDEM solutions are all governed by this ap-
proach.  
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EDEMRoadmap 

BlueChip will obtain complete un-
derstanding of your organizational 
and technical environment . 

5ÓÉÎÇ ÏÕÒ ȰMulti-Tiered Business 
Rules Firstȱ ÁÐÐÒÏÁÃÈȟ ×Å ×ÉÌÌ ÄÅÔÅÒȤ
mine most critical needs and cate-
gorize into tiers of Business Rules, 
ultimately defining and governing 
the complexity of the final Data En-
vironment systems mgmt solution. 

Deliverables  

? Review of Data Environment  

? Functional / Technical Require-
ments 

? Preliminary Architectural De-
sign  

? Preliminary Implementation 
Plan 

EDEMInfrastructure 

In addition to Roadmap deliver-
ables, design and implementation 
of Monitoring and Management 
solutions as well as Threshold tun-
ing for the most common elements 
within environment.  

Deliverables  

BlueChip will utilize Tier 1 -Basic and 
agreed Tier 2-Modified Business 
Rules addressing; 

? MS Server Operating Systems  

? MS Exchange 

? MS Active Directory 

? MS Desktop 

? SQL Infrastructure 

? Audit Configuration Services 

? Data Protection Management 

EDEMEnhanced 

Highest level of service includes End-to-End Services Moni-
toring and Management, Remote components of your Data 
Environment and Virtualization management and Disaster 
Recovering integration components of Data Environment 
Management. 

Deliverables  

Tier 3-Custom Class Business Rules, assure End-to-End Ser-
vices Monitoring and Management. 

? Business Function Assessment 

? SQL Applications / Databases 

? Critical & LOB Applications 

? Remote Mgmt (WAN, Mobile) 

? Web Services & PortalɂFront & Back End 

? Layer 3 Networking Components 

? Virtualization Mgmt 

? Application Performance Planning 
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